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EXOSTAR'

HOusekeep|ng We build trust.

» Today’s webinar is scheduled to last 45 min to 1 hour including Q&A.
« All participants will be muted to enable the speakers to present without interruption.

» Alarge portion of today’s event is dedicated to answering pressing questions from the audience.
Speakers will be answering questions that have been submitted prior to today’s event.

 In case of outage, please wait for a minute and refresh the page.

» For your convenience, there is a link in the YouTube description to a glossary of commonly used terms,
acronyms and initializations that will be referenced during today’s webinar.

» This webinar is being recorded and will be available on-demand via the Exostar Resource Library
(www.Exostar.com/Resources) post-event as well as at this same YouTube link.

» To speak with one of our industry experts or request a copy of this slide deck, please reach out to us at
cmmc-team@Exostar.com or use the live chat feature at www.Exostar.com.

Copyright 2022 Exostar LLC | All Rights Reserved 2


http://www.exostar.com/resources
mailto:cmmc-team@Exostar.com
http://www.exostar.com/

EXOSTAR'

Sp eaker We build trust.

Kevin Hancock has over 20 years experience leading Sales Engineering, Customer Success,
and Professional Services Teams across a broad technology spectrum that has focused on
Secure Collaboration between Enterprises. It includes Agile Development and DevOps tools
and practices; Zero Trust Networking; and Identity and Access Management just to name a
few. Focusing on driving adoption, managing change, and helping customers learn, Kevin
joined Exostar in May 2021 as Director, Sales Engineering.
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EXOSTAR'

We build trust.

Latest CMMC News

Purpose CMMC Destination

Provide a roadmap for Define the System
CMMC Compliance and

how Exostar can assist

customers on their

journey.

Assess your current state

Remediate your policies and environment

Cloud Solutions and Shared Responsibility

Assessment and Ongoing Updates
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Current State LR

CMMC 2.0 * March 2023 Interim Rule
Rulemaking * May 2023 DFARS Clauses

Joint Surveillance - Starting Aug. 2022
Voluntary « C3PAO Voluntary Assessments (3 being completed)

Program e Draft of CMMC Assessment Process

Cyber * Name and domain change from CMMC AB to Cyber
Accreditation AB
Body * https://cyberab.org/

« CCP Training is Ongoing
Training * Pilot Test available in Q4 2022
« CCA Training to follow shortly after
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CMMC 2.0 Implementation (Estimate) EXOoTAR

System

6 Months from Toda

C3PAO
Assessment
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Practical Roadmap EXOSTAR’

We build trust.

1. Choose your destination (CMMC Level)

2. ldentify the system, individuals and existing
resources

3. Perform an initial assessment and identify gaps

4. Start the Journey
a) Tools to help
b) Cloud Services
c) Partners

5. Consolidate policies, procedures, control
systems, logs, etc.

6. Perform self assessment or engage with 3 party
to do readiness assessment

7. Engage C3PAO for assessment
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EXOSTAR'

Choose your destination TG

Existing Requirements

CMMC Model 2.0
| Model | Assessment |
10- DFARS 252.204-7012
practices based on Triennial government-led + Completed a DIBCAC | CUI/Critical CUI
NIST SP 800172 assessments High Assessment

“0 [riennial third-party assessments
LEVEL 2 o : for critical national security DFARS 252 .204.7012
Advanced practices aligned with information: Annual self-assess-
NISTSP800-11 ment for select programs
LEVEL 1 ] _
A Nl Annual self-assessment FAR 52.204-12
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EXOSTAR'

Controlled Unclassified Information e bulld trust

Abbreviated as CUI and often pronounced “kyooie”
(rhymes with “phooey”)

Engineering Drawings < Technical Reports Source Code

* Engineering data * Technical Orders » Documentation
« Standards * Blueprints « Studies

« Specifications * Plans * Analysis

* Technical Manuals * |nstructions * Bills of Material

Determining whether or not information qualifies for CUI
status falls on the originator.

Copyright 2022 Exostar LLC | All Rights Reserved



EXOSTAR'

Wh a.t IS NIST 800-171 We build trust.
U.S. Government Standard for Protecting I

Controlled Unclassified Information (CUI)

Protecting Controlled Unclassified
Information in Nonfederal Systems
and Organizations

The security requirements are intended for
use by federal agencies in contractual -
vehicles

Protecting the confidentiality of CUl when
the information is resident in nonfederal NIST
systems and organizations
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https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

NIST 800-171 Categories EXOS AR

3.1 Access Control 3.8 Media Protection

3.2 Awareness and Training 3.9 Personnel Security

3.3 Audit and Accountability 3.10 Physical Protection

3.4 Configuration Management 3.11 Risk Assessment

3.5 Identification and Authentication 3.12 Security Assessment

3.6 Incident Response 3.13 System and Communications Protection

3.7 Maintenance 3.14 System and Information Protection

110 Controls within these 14 Categories
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EXOSTAR®

ldentify the system
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System Diagram and Boundary EXOs A

Is there proper network
segmentation?

AWS Account

Is there d Virtual Private Cloud (VPC)

strong DMZ?

{

Is there proper

monitoring?
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Is data protected?
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EXOSTAR'

SyStem DI ag ra.m - We build trust.

e User initiates session with Exostar Managed Microsoft 365/ 2FA verified session set in browser

@ User in[liates session 1o MAG TLS e User uploads/downloads files works within Teams application

. O S@ User Invitation
= 7z Policy Configuration

Files/Data from teams encrypted at rest via
Microsoft Bitlocker disk and per file/version

Partner &Y FIPS 140-2 compliant
TLS, User uploads/downloads files /

Users s works within Teams application K

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

User initiptes session with Exostar

9 User initiates session to MAG Managed Microsoft 365/ 2FA verified
session set in browser

L T T ! Azure GCC High ™\

| L A ',

Users : Managed Access 1+ 1 Microsoft 365 !
TLS\ Gateway FIPS140-2 1 1 | ! | |

' EXOSTAR Compliant + 1 | | _ !

] Encryption + 1 1 % Microsoft 365 App !

! External User Management SRS apy | ! : G !

: Jser Credentialing & 1 ! || FIPS140-2 Compliant ! |

@ : ° Strong Authentication X ' : Encryption \‘;p Team Creation '

~
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Start the Journey

EXOSTAR'

We build trust.

EXOSTAR @
Managed Microsoft 365

Exostar M 365 APP

+ Information Barriers between

SMB's Imeiranoi
« Information Protection

* User & Team management

Exostar Secure Access

+  SMB User Management Federation

« SMBMFA
« Accessto M 365

EXOSTAR' Certifica

Customer Enclave Premium —
Microsoft GCC High @

+ Teams
¢ User Invitation
¢+ File Sharing

+ Teams
+ User Invitation
File Sharing

Managed Microsoft 365

PolicyPro &8

+ Teams

+  User Invitation
« File Sharing

Exostar
CMMC Ready
Suite

NIST 800-171/ CMMC
Basic Assessment

CMMC Partners

Our CMMC partners hefp Exostar 1o empowes 0rganizations 1o assess, measure, and mitigate risk

‘@} gﬁ,jﬁ% PivotPoint 5y57\’rc C'-"’\""

vl 1NN N I N I N S S S O O O S S N

R R EERRY

Access Control

AR
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EXOSTAR'

Leverage Existing Materials We build trust

Guiding the DoD in Responsible Acquisition Decisions.

Enhanced

Login/Register
(via PIEE)

LKL

X —

Check your contracts NIST 800-171
DFARS Clauses

Compliance i —
A3 COMPANY - ( rn to Top)
o 252 . 204_70 12 - @ Add New Assessment Yt Clear All Filters © Refresh
+ 252.204-7019 i d 5 P01
Z — b -'E g .- g8 I =
& g8 @ o I = - o ES
. 252.204-7020 o5 B R OB b 1
. e 3 4 ] 2 ® o L > = >
: : 28 ;33 ;4% , 83 &5 ;&3 : z £ ; oa
EXOSTAR" Partner Information Manager @ M'qu RV@, % @ \#7 Eﬂﬁg ra 6/16/2021 1 BASIC NIST 5¢ ENTERFRISE 1AAA3 | |
Org Reports Resowces Help Alels e 800-171
7 AS] NIST 5P E AA | |
80 1
1 20 items ag; f

o DFARS 7019 requires a self-assessment and

Forms Summary €

accurate reporting of your Supplier Performance
L Risk System (SPRS) score
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EXOSTAR'

Initial Assessment e bulld trust

Benefits EXOSTAR" Certification Assistant Standard

 Easy to use

* Provides repository for all e
system policies, procedures
and supporting material

» Tracks and reports progress on
CMMC Compliance

* Opens POAMS and allows you
to see progress on closure

e Qutput is the DAMM Score for
SPRS reporting, a System
Security Plan (SSP) and Report
of any open POAMS and your
plan to close them

EEEEREERE!
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Plan of Action and Milestones (POAM) EXOS AR

Plan of
Action &
EXOSTAR |
Milestones
08/17/2022
Assigned Start Due
Plan Task User Date Date Status
CYDEISECUMItY  CMMC Practice: IAL2-35.6
QDL[‘;;'" NIST 800-171 Control: 3.5.6 Kevin
1 s 06/09/2022  07/11/2022  New
{Cizrlﬂé?jzl%nj Action Item - Need user account management policy written, implementation plan and other Hancock
2022 ) activities
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Progress against your POAMS

Exostar PolicyPro for CMMC 2.0

Get help writing policies for Controls
« Information about Key Terms, Elements to address .
* How to prepare .
*  Who to consult

Score the written policy
Information about missing information

(& - orparnlat:on has 3 Diete AcCess ec2ze - - > s
p”‘"e 5 y warts 10 further deveiop your poiicy
The access control policy s 8 critical document in the CMMC protection fra
aT . T oY /rass -

The following s 3 kst of the key documents under the standard with functio

»

\ -
N A £ X

if you don't have any document(s) coverng these issues, you Mmight want 1o
portion of the language in the template document depending on the needs «

Please gather the followng kst of documents Note that when we refer 10 3
handbook. The key = to have the documentation collected and avadable 5o

OVERALL ASSESSMENT RELEVANCE:
Gather

any documents or records pertaining 0 the mamtenance of the company

any document that detalls the traming of maintenance persormel Inciuding
o DR’ Thee dotusment S000rs 10 Sogately COw the tmacricy of the recossary Seers for ™ policy

Mode! Similarity.

ary document or recoed of the j00ls used In the mantenance of the com

any docurment or recoed about the use of outside contractors and/or serv
tasihs (nciude SLAS)

any document detaling the policy, process and procedure for Word Count
A R ) KE
C, Monagement Approeed

EXOSTAR'

We build trust.

gl when sfaed gOuR ETerpency, o IMOCHIry SCTOUTES Bre 0 Onge eQuIred Or Wk mSvdusts e ranaferred
Of Serminated. SOme types of SySiem ACCOUEY My NG IPeCaioed TRnng.

General Policy Koy Elernents Not incloded (KENY) - [8] @

SCORE

73.9

X
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EXOSTAR'

Shared Responsibility — What it means We build trust

Organization Managed
Exostar Managed ganizat J

Exvatin s Mlamagind Misrossdt 355 for CMMC E‘,‘TDS TAR

M36S Tenant

Integration
e (NI

Search &
Invite

Direct
Federation

Secure Access

EXOSTAR
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EXOSTAR'

Ready for Assessment We build trust

*Close your POAMS or have solid plans in place to complete
* Consolidate Assessment Material

*Policies

*Procedures

*Logs, Roles/Permissions, Groups etc.

*Engage with a CMMC Third-Party Assessment Organization
(C3PAO)

e Complete Assessment




EXOSTAR'

We build trust.

1. Choose your destination (CMMC Level)

2. ldentify the system, individuals and existing
resources

3. Perform an initial assessment and identify gaps

4. Start the Journey
a) Tools to help
b) Cloud Services
c) Partners

5. Consolidate policies, procedures, control
systems, logs, etc.

6. Perform self assessment or engage with 3 party
to do readiness assessment

7. Engage C3PAO for assessment
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EXOSTAR®

We build trust.

Exit Poll

See link in YouTube description



EXOSTAR®

We build trust.

Q&A




CMMC Questions EXOSTAR

1. Timeline for CMMC Implementation
* Isthe 10/1/2024 date changing to May 20237
* Will CMMC 2.0 be implemented immediately in May 2023 and appear in contracts immediately or will there be a phase-
in period?
* Where do we find official documentation regarding the May 2023 date
* When will the industry audits begin?

2. How do | determine which CMMC 2.0 Level (1, 2, or 3) | will need?
* What are the requirements for a very small business, 2 employees, no current Govt contracts?
* | am a small business utilizing 2 computers. One is used only for email and web searching using a VPN and the other is
internal information saving and is not at all online or any network. | would certainly like to know what else is needed to
become compliant

What is the difference between NIST and CMMC?

4. Microsoft Questions

* How does CMMC 2.0 apply to a company leveraging primarily Microsoft Web Products?
 How many (and which ones) of the controls does Office 365 satisfy?

w

5. Isthere an Individual Certification that prepares someone on CMMC for their organization?
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: : EXOSTAR
Useful sources of information e
e Learn more about CUI at https://www.dodcui.mil/
« CMMC Accreditation Body website https://cyberab.org/

DoD Procurement reference website https://dodprocurementtoolbox.com/

DoD CMMC Acquisition website https://www.acg.osd.mil/cmmc/index.html

Summary of the SPRS process with links to authoritative PIEE and SPRS materials hosted by DoD
https://www.exostar.com/blog/nist-800-171-basic-assessment-reporting-easy-as-1-2-3/

« Exostar Partner Listing https://www.exostar.com/partners/ (note — select CMMC)

Free Trial Information:

» Exostar Certification Assistant https://www.exostar.com/product/certification-assistant/

» Exostar PolicyPro https://www.exostar.com/product/policypro/
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EXOSTAR'

Exostar Solution Specific We build trust

1. Are there other Exostar offerings that will help compliance and what are their costs? |
need a total overall expense required for CMMC compliance to present to get approval
for purchasing."

2. What is the difference between Managed Microsoft for CMMC and Microsoft 365 E5 ?
3. What is the cost of Exostar's managed Microsoft program?

4. What is the cost of Exostar's Policy Pro?

Contact
cmmc-team@ Exostar.com
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EXOSTAR®

We build trust.

Exit Poll Reminder

See link in YouTube description



EXOSTAR®

We build trust.

Thank you for joining us.

cmmc-team@exostar.com



EXOSTAR

We build trust.



