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Housekeeping

• Today’s webinar is scheduled to last 45 minutes to one hour, including Q&A. 

• All participants will be muted to enable the speakers to present without interruption. 

• A portion of today’s event is dedicated to answering pressing questions from the audience. Speakers 

will be answering questions that have been submitted prior to today’s event. 

• In case of outage, please wait for a minute and refresh the page.

• For your convenience, there is a link in the YouTube description to a glossary of commonly used terms, 

acronyms and initializations that will be referenced during today’s webinar. 

• This webinar is being recorded and will be available on-demand via the Exostar Resource Library 

(www.Exostar.com/Resources) post-event, as well as at this same YouTube link. 

• To speak with one of our industry experts or request a copy of this slide deck, please reach out to us at 

cmmc-team@Exostar.com or use the live chat feature at www.Exostar.com.

http://www.exostar.com/resources
mailto:cmmc-team@Exostar.com
http://www.exostar.com/


Housekeeping
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Agenda

Purpose

Introductions

NIST SP 800-171/CMMC Update

Mock Assessment

Joint Surveillance Voluntary Assessment

Question and Answer

Understand your obligations 

under current DFARS Clauses, 

how to ensure your compliance 

with these clauses, mitigate 

risks, ensure investments are 

maintained when CMMC 

Rulemaking takes effect.
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Speakers

Kyle Lai is the President and CISO at KLC Consulting, a U.S. Dept. of Defense (DoD) authorized 

CMMC Third-Party Assessment Organization (C3PAO), which provides advisory, conducts 

assessments, and enhances the cybersecurity of the Defense industry supply chain. Kyle also 

serves on the board of the C3PAO Forum.  With over 25 years of cybersecurity expertise, Kyle has 

served as an advisor to renowned organizations such as ExxonMobil, Zoom, DISA (U.S. DoD), 

Boeing, HP, and Microsoft. His qualifications include CMMC Certified Professional (CCP) and 

Certified Assessor (CCA) certifications and CISSP, CSSLP, CISA, CIPP/US/G, and ISO 27001 Lead 

Auditor credentials.  

Layla Remmerrt leads the delivery of KLC Consulting's cybersecurity & compliance services for our 

U.S. Defense Industrial Base clients. She developed top-shelf expertise over 16 years of 

progressive experience, including five years with Booz Allen Hamilton as the team lead of 17 

assessors. Her subject matter expertise, collaborative spirit, and superior communication skills 

make her a highly sought-after cyber DFARS compliance expert.  Layla's qualifications include 

Certified CMMC Assessor (CCA), Certified CMMC Professional (CCP), PMP, and CASP.

  



CMMC Update



Latest CMMC Timeline

DOD Submits CMMC Rule

to OIRA July 24, 2023

OIRA Review  ~ 60 business days 

Rule is published in the 

Federal Registry

Notice of Proposed Rulemaking (NPRM) ~ 280 Businsse Days 

Can also be issued as an

INTERIM FINAL RULE
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SPRS Revision

. . .

https://insidecybersecurity.com/share/14469#main-content



What needs to be done today

Check your contracts

DFARS Clauses

• 252.204-7012

• 252.204-7019

• 252.204-7020

YES

NIST 800-171/171a

Compliance

7019

DFARS 7019 requires a self-assessment and 

accurate reporting of your Supplier Performance 

Risk System (SPRS) score

If you’re not abiding the regulation 

and/or reporting inaccurate scores, 

you are in violation of the 

False Claims Act
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Exit Poll

See link in YouTube description
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Exostar solutions



1. We have stood up a GCC High carve out for compliance.  How should we 

handle any historical (unknown?) CUI that live in our out of scope commercial 

cloud? Doe this need to be discovered and cleaned?

2. Is a SIEM tool an absolute requirement for CMMC? The recurring costs of SIEM 

and SOC are simply too much.  Please share the facts.

3. How is the process likely to work regarding multinational organisations?

4. Are there companies out there currently providing Readiness assessments? 

Can we use the same company that does our readiness assessment as our 

C3PAO (given they are a certified C3PAO)?

5. STIGS are not required, I see nothing in the documentation, yet this topic seems 

to be trending (at least in the Colo Springs area).  Can you confirm STIG is not a 

CMMC 2.0 (level 2) item?

Questions



Q&A



• Learn more about CUI at  https://www.dodcui.mil/ 

• CMMC Accreditation Body website https://cyberab.org/ 

• DoD Procurement Reference website  https://dodprocurementtoolbox.com/ 

• DoD CMMC Acquisition website https://www.acq.osd.mil/cmmc/index.html 

Summary of the SPRS process with links to authoritative PIEE and SPRS materials hosted by DoD 
https://www.exostar.com/blog/nist-800-171-basic-assessment-reporting-easy-as-1-2-3/ 

•  Exostar Partner Listing  https://www.exostar.com/partners/  (Note—Select CMMC)

Free Trial Information: 

• Exostar Certification Assistant https://www.exostar.com/product/certification-assistant/ 

• Exostar PolicyPro   https://www.exostar.com/product/policypro/ 
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Useful sources of information

https://www.dodcui.mil/
https://cyberab.org/
https://dodprocurementtoolbox.com/
https://www.acq.osd.mil/cmmc/index.html
https://www.exostar.com/blog/nist-800-171-basic-assessment-reporting-easy-as-1-2-3/
https://www.exostar.com/partners/
https://www.exostar.com/product/certification-assistant/
https://www.exostar.com/product/policypro/


6. We are a small business using 2 computers. One for email and internet, the 

other for all company business and not at all on line.  What else might we need 

to do?

7. Is CMMC applicable to organizations that have their data center in the cloud.?

8. Are classification or retention policies required? Are annual pentests required? 

What are FIPS140-2 validated solutions?

9. Can a company plan for the assessors to visit company locations where CUI is 

processed and products are developed or is the focus on the data center(s) 

where CUI is digitally stored?

10.How does one submit a score to SPRS when do you not have a WWWF 

account?

Questions



Exit Poll Reminder

See link in YouTube description



Thank you for joining us

cmmc-team@exostar.com
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